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Who am I?

Software Engineer & Manager at Google Google Open Source Security Team, aka GOSST
Focused on making open-source software more secure

Bribable with LEGO

Self-proclaimed expert chef
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What is Supply Chain Security?



Software Development Lifecycle
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Threats to Mitigate
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DEPENDENCY THREATS
SOURCE THREATS DEPENDENCY THREATS BUILD THREATS
A Submit unauthorized change D Use compromised dependency E Compromise build process
B Compromise source repo F Upload modified package
C Build from modified source G Compromise package registry

H Use compromised package

Source: https://slsa.dev/spec/v1.0/threats-overview
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Supply Chain Attacks on the Rise
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Dependency confusion
Typosquatting

Malicious code injections
Compromised build
processes 100000
e Major incidents: xz,
Solarwinds, log4shell 20000
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Source:
https://www.sonatype.com/state-of-the-software-supply-chain/open-source-supply-and-demand
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Need for Trusted Artifacts

Build provenance
SBOMs

Vulnerability scan results
VEX

Artifacts themselves
Project policies

... and more!

Source: Gemini



Solution: Signatures!



Problem: Key Management is Hard

Distribution Storage Compromise



Problem: Signing is Uncommon in OSS

Key management

UX

Lack of registry support

Developers just don't care! (And they
shouldn't have to!)

Source: Gemini
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Sigstore



Convergence of Industry Standards
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Sigstore: Trust Foundation

Policy and insight
Automation, risk management, and compliance throughout the SDLC.
Governance, developer assistance, and policy shifted left.

Aggregation and synthesis

Smart aggregation turning data into meaning. Intelligent linking of project,
resource, developer, artifact, repo, toolchain.

Software attestations

Schemas and sources for rich security metadata. SBOM, SLSA provenance, VEX,
OSV, security scorecards, developer reputation, plus proprietary data.

Trust foundation

A decentralized, flexibly anchored trust fabric. Signatures, strong identities, distributed
timestamping, federation.

@

sigstore

@

sigstore

Google



Sigstore Overview

Rekor: Transparency Log
Fulcio: Code Signing CA
SDKs & Clients
Cosign
sigstore-go
sigstore-java
sigstore-js
sigstore-python
sigstore-ruby
sigstore-rs
gitsign
Supporting projects
helm-charts
scaffolding
policy-controller
Trust root (TUF-based)

Services

Public good instances
(free to use!)

o  rekor.sigstore.dev

o fulcio.sigstore.dev

o  oauth2.sigstore.dev
Community-operated

o  Multi-vendor team

o  24/7 oncall

o  Cloud hosted

o  Gitops-based

infrastructure

Productionized and running
at scale since October 2022

An OpenSSF project
Vibrant community of
2,600+ members in Slack
Community meetings
o  Biweekly project
review / office hours
o "SIGs" (e.g. clients,
on-call, architecture
docs)
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Sigstore Overview
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Sigstore Adoption in Package Registries

Sigstore Adoption by Ecosystem

Ecosystem State Status

npm Sigstore-signed SLSA provenance GA LAUNCHED

VPl Trusted Publishing \*
y PEP 740 - Index Attestations

>
= =
RubvGems Trusted Publishing ." ”
4 Signing & verification ﬁ”
Maven Central Signing (PGP & Sigstore) GA LAUNCHED .’

GitHub Actions = Sigstore-signed SLSA provenance =~ GA LAUNCHED

Homebrew  Sigstore-signed SLSA provenance BETA

Bazel Central

Registry Sigstore-signed SLSA provenance RFC



https://peps.python.org/pep-0740/
https://github.com/bazelbuild/bazel-central-registry/discussions/2721
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Rekor:
Sigstore's Transparency Log



Rekor

Artifact Owner
(Cosk:,n, e‘tc)

Signe,d artifact

Certificate LO?
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Rekor Deep-Dive

@e,ques't: \ Response:
* Artifact Hash + Inclusion pﬁoop / checkpoint
* Signature * Stgne_d Entry Timestamp
+ Verifier * Log indlex
+ Certificate * Log ID
« Public key (RS4, ECDS4, Ed25519) * Request body
« PGP Pu’ohc ke}/ * 'T".mes‘tamp

* SSH public key )




Rekor Deep-Dive
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Real-World Learnings



API Design



Client vs Server
Canonicalization



Double Duty:
Proofs,
Timestamping,
Attestation Storage,

and Search




Online Queries:
Save the Proof



Redactable Content



Deployment



Cost ‘

Deployment,
storage, SREs

Source:
bricklink.com






Lack of Batch
Processing

Source: https://www.lego.com/en-us/product/the-bad-batch-attack-shuttle-75314
It's Clone Force 99, aka "the Bad Batch".....



Complex Sharding
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What's Next



Tile-based log:
Trillilan-Tessera
Lower cost
Simpler to maintain



Stronger offline proofs:
Proofs, and checkpoints,
and witness co-signatures,

oh my!




Batching:
Wait a second...



Simplified API:
Less types, less verifiers



More Logs!
More Log Operators
Logs by domain
Simplified Sharding



Thank youl!

SigstoreCon: Nov 12, 2024
Salt Lake City

©

sigstore ..



https://github.com/sigstore/community?tab=readme-ov-file#sigstore-community

